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NO.1 An application is having authentication issues when trying to securely retrieve credential's
from the Vault using the CCP webservices RESTAPI. CyberArk Support advised that further debugging
should be enabled on the CCP server to output a trace file to review detailed logs to help isolate the
problem.

What best describes how to enable debug for CCP?

A. Edit web.config. change the "AIMWebServiceTrace" value, restart Windows Web Server (IIS)

B. In the PVWA, go to the Applications tab, select the Application in question, go to Options > Logging
and choose Debug.

C. From the command line, run appprvmgr.exe update_config logging=debug.

D. Edit the basic_appprovider.conf, change the "AIMWebServiceTrace" value, and restart the
provider.

Answer: A

Explanation

The best way to enable debug for CCP is to edit the web.config file in the AIMWebService folder and
change the value of the AIMWebServiceTrace parameter to 4, which is the verbose level. This will
generate detailed logs in the AIMWSTrace.log file in the logs folder. The logs folder may need to be
created manually and given the appropriate permissions for the 1IS_IUSRS group. After changing the
web.config file, the Windows Web Server (lIS) service needs to be restarted to apply the changes.
This method is recommended by CyberArk Support and documented in the CyberArk Knowledge
Basel.

Editing the basic_appprovider.conf file and changing the AIMWebServiceTrace value is not a valid
option, as this parameter does not exist in this file. The basic_appprovider.conf file is used to
configure the basic provider settings, such as the AppProviderVaultParmsFile, the AppProviderPort,
and the AppProviderCacheMode. The AIMWebServiceTrace parameter is only found in the
web.config file of the AIMWebService.

In the PVWA, going to the Applications tab, selecting the Application in question, and going to
Options > Logging and choosing Debug is not a valid option, as this will only enable debug for the
Application Identity Manager (AIM) component, not the CCP component. The AIM component is used
to manage the application identities and their access to the Vault. The CCP component is used to
provide secure retrieval of credentials from the Vault using web services. Enabling debug for AIM will
generate logs in the APPconsole.log, APPtrace.log, and APPaudit.log files in the
ApplicationPasswordProvider\Logs folder, but these logs will not help to troubleshoot the CCP
authentication issues.

From the command line, running appprvmgr.exe update_config logging=debug is not a valid option,
as this will only enable debug for the Application Provider Manager (APM) component, not the CCP
component. The APM component is used to manage the configuration and operation of the
providers, such as the basic provider, the LDAP provider, and the ENE provider. Running
appprvmgr.exe update_config logging=debug will generate logs in the appprvmgr.log file in the
ApplicationPasswordProvider\Logs folder, but these logs will not help to troubleshoot the CCP
authentication issues. References:

Enable Debugging and Gather Logs - Central Credential Providerl

NO.2 A customer wants to minimize the Kubernetes application code developers must change to
adopt Conjur for secrets access.
Which solutions can meet this requirement? (Choose two.)
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A. CPM Push-to-File

B. Secrets Provider

C. authn-Azure

D. Secretless

E. Application Server Credential Provider

Answer: BD

Explanation

Secrets Provider and Secretless are two solutions that can minimize the Kubernetes application code
changes required to adopt Conjur for secrets access. Secrets Provider is a Kubernetes Job or
Deployment that runs as an init container or application container alongside the application pod. It
retrieves secrets from Conjur and writes them to one or more files in a shared, mounted volume. The
application can then consume the secrets from the files without any code changes, as reading local
files is a common and platform-agnostic method. Secretless is a sidecar proxy that runs as a separate
container in the same pod as the application. It intercepts the application's requests to protected
resources, such as databases or web services, and injects the secrets from Conjur into the requests.
The application does not need to handle any secrets in its code, as Secretless handles the
authentication and authorization for it. References: CyberArk Secrets Provider for Kubernetes,
Secretless Broker

NO.3 What is a possible Conjur node role change?

A. A Standby may be promoted to a Leader.

B. A Follower may be promoted to a Leader.

C. A Standby may be promoted to a Follower.

D. A Leader may be demoted to a Standby in the event of a failover.

Answer: A

Explanation

According to the CyberArk Sentry Secrets Manager documentation, Conjur is a secrets management
solution that consists of a leader node and one or more follower nodes. The leader node is
responsible for managing the secrets, policies, and audit records, while the follower nodes are read-
only replicas that can serve secrets requests from applications. Additionally, Conjur supports a
standby node, which is a special type of follower node that can be promoted to a leader node in case
of a leader failure. A standby node is synchronized with the leader node and can take over its role in a
disaster recovery scenario. A possible Conjur node role change is when a standby node is promoted
to a leader node, either manually or automatically, using the auto-failover feature. A follower node
cannot be promoted to a leader node, as it does not have the same data and functionality as the
leader node. A standby node cannot be promoted to a follower node, as it already has the same
capabilities as a follower node, plus the ability to become a leader node. A leader node cannot be
demoted to a standby node in the event of a failover, as it would lose its data and functionality and
would not be able to resume its role as a leader node. References: 1: Conjur Architecture 2:
Deploying Conjur on AWS 3: Auto-failover

NO.4 When using the Seed Fetcher to deploy Kubernetes Followers, an error occurs in the Seed
Fetcher container.

You check the logs and discover that although the Seed Fetcher was able to authenticate, it shows a
500 error in the log and does not successfully retrieve a seed file. What is the cause?
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A. The certificate based on the Follower DNS name is not present on the Leader.

B. The host you configured does not have access to see the certificates.

C. The synchronizer service crashed and needs to be restarted.

D. The Leader does not have the authenticator webservice enabled.

Answer: A

Explanation

The cause of the issue is A. The certificate based on the Follower DNS name is not present on the
Leader. This means that the Leader does not have a certificate file that matches the Follower DNS
name used in the seed request, and therefore cannot generate a valid seed file for the Follower. This
results in a 500 error in the Seed Fetcher container log. To resolve the issue, you need to import a
certificate with the Follower DNS name as the subject alt name on the Leader, and create a copy of
the certificate file with a name that matches the Follower DNS name used in the seed requestl.

NO.5 You are installing a Credential Provider on a Linux host. Arrange the installation steps in the
correct sequence.
Answer Area

Unordered Options Ordered Options

"Copy the aimparms.sample file to Avartmp/aimparms.

Create a Credential File with an account with sufficient

permissions to install. Modify the Vault.ini file to point {o
the correct vault.

0 i)
Install the correct Credential Provider package for the
distribution of Linux.

0 li]
Download the correct install package to a directory on
the Linux host and decompress.

0 0

Check that the aimprv service is running.

Answer:
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Answer Area

Unordered Options

PCopy the aimparms.sample file to Avantmp/aimparms. |
Create a Credential File with an account with sufficient |
permissions to install. Madify the Vault.ini file to point tdl
eeenttvalllt . L oo s e s s e

Ordered Options

Download the correct install package to a directory on
the Linux host and decompress.

Ii' — 1]
I'nstall the correct Credential Provider package for the
I distribution of Linux. !

"Copy the aimparms.sample file to Avarfmp/aimparms.
Create a Credential File with an account with sufficient
permissions to install. Modify the Vault.ini file to point to

S CRMTRERRREE . o s s i J

Download the correct install package to a directory on :
the Linux host and decompress. |

Install the correct Credential Provider package for the

|
distribution of Linux. :
1

i |

l Check that the aimprv service is running.

L

Explanation
Answer Area

Unordered Options

Copy the aimparms.sample file to Avantmp/aimparms.
Create a Credential File with an account with sufficient
permissions to install. Modify the Vault.ini file to point to
the correct vault.

]

Check that the aimprv service is running.

Ordered Options

Download the carrect install package to a directory on
the Linux host and decompress.

Install the correct Credential Provider package for the
distribution of Linux.

Capy the aimparms.sample file to Avartmp/aimparms.
Create a Credential File with an account with sufficient
permissions to install. Modify the Vault.ini file to point to
the correct vault.

Download the carrect install package to a directory on
the Linux host and decompress.

Check that the aimprv service is running.

Install the correct Credentizl Provider package far the
distribution of Linux.

Check that the aimprv service is running.

The correct sequence of installation steps for a Credential Provider on a Linux host is as follows:
Download the correct install package to a directory on the Linux host and decompressl.

Copy the aimparms.sample file to /var/tmp/aimparms. Create a Credential File with an account with
sufficient permissions to install. Modify the Vault.ini file to point to the correct vault2.

Install the correct Credential Provider package for the distribution of Linux using the command: rpm
-ivh CARKaim-<version+build number>.<distribution>.rpm2.

Check that the aimprv service is running using the command: service aimprv status2.

References: 1: Download the Credential Provider 2: Install Credential Provider on Linux / AIX
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NO.6 You are setting up the Secrets Provider for Kubernetes to support rotation with Push-to-File
mode.

Which deployment option should be used?

A. Init container

B. Application container

C. Sidecar

D. Service Broker

Answer: C

Explanation

According to the CyberArk Sentry Secrets Manager documentation, the Secrets Provider for
Kubernetes can be deployed as an init container or a sidecar in Push-to-File mode. In Push-to-File
mode, the Secrets Provider pushes Conjur secrets to one or more secrets files in a shared volume in
the same Pod as the application container. The application container can then consume the secrets
files from the shared volume. The deployment option that should be used to support rotation with
Push-to-File mode is the sidecar, because the sidecar can run continuously and check for updates to
the secrets in Conjur. If changes are detected, the sidecar can update the secrets files in the shared
volume. The init container, on the other hand, runs to completion and does not support rotation. The
application container and the service broker are not valid deployment options for the Secrets
Provider for Kubernetes in Push-to-File mode. References: 1: Secrets Provider - Init container/Sidecar
- Push-to-File mode 2: Secrets Provider - init container/sidecar - Push-to-File mode
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