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NO.1 Which of the following business continuity designs provides the highest degree of fault
tolerance?

A. Cold Site

B. Site Mirroring

C. Warm Site

D. Hot Site

Answer: B

NO.2 Which of the following cloud models would be used when implementing a company's email
system in the cloud?

A. PaaS

B. laaS

C. Saas

D. XaaS

Answer: C

NO.3 Which of the following can be used to enable out-of-band management of a Windows-based
host?

A. IPMI

B. WMI

C. SMTP

D. SNMP

Answer: A

NO.4 A service must be Web-based for it to be considered a cloud service. Select the correct answer.
A. True

B. False

Answer: B

NO.5 Which of the following is bridged and sends packets on the wire with its own unique MAC
address?

A. Virtual PBX

B. Virtual Switches

C. VLAN

D. Virtual NIC

Answer: D

NO.6 Which of the following types of cost metrics make it more difficult to justify the leasing of
cloudbased IT resources as an alternative to purchasing on-premise IT resources? SELECT ALL THAT
APPLY

A. cost of capital

B. sunk costs

C. integration costs

D. locked-in costs

Answer: BCD

NO.7 An administrator has implemented a self-service provlsloning portal in the company and has
associated a cost to CPU, memory, storage, and OS type. Which of the following cloud computing
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options has been configured?
A. Cloud bursting

B. Chargeback

C. Multi-tenancy

D. Reservations

Answer: B

NO.8 The Platform-as-a-Service (PaaS) delivery model relies on (and is primarily defined by) the usage
ofa

. Select the correct answer.

A. ready-made environment

B. virtualization environment

C. simulation environment

D. All of the above.

Answer: A

NO.9 An employee is asked to run an instance of a Linux OS while booted up in a Windows OS. Which
of the following types of virtualization would be used to meet this requirement?

A. Type |

B. Type ll

C. Bare Metal

D. Native

Answer: B

NO.10 A company has multiple guest operating systems running in a virtual environment. An
administrator would like to ensure all servers consistently receive the same IP addresses. Which of
the following should be implemented?

A. Soft limit quotas

B. Reservations

C. Resource pooling

D. Entitlement allocations

Answer: B

NO.11 A(n) __ cloud is a cloud environment owned by a third-party cloud provider and accessible
to external cloud consumers. The IT resources in the cloud are generally offered to cloud consumers
at a cost. Select the correct answer.

A. public

B. on-premise

C. private

D. None of the above.

Answer: A

NO.12 Which of the following should an administrator implement when connecting the company's
existing network to a public cloud environment to ensure confidentiality of data that is being
transmitted?

A. A proxy server

B. A load balancing solution
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C. An IPSec tunnel
D. A server clustering solution
Answer: C

NO.13 The Platform-as-a-Service (PaaS) delivery model relies on (and is primarily defined by) the
usage of a

_____.Select the correct answer.

A. ready-made environment

B. virtualization environment

C. simulation environment

D. All of the above.

Answer: A

NO.14 Which of the following offers 128, 192, and 256 bit encryption?
A. AES

B. DES

C.RC4

D. RCS

Answer: A

NO.15 A company has hired a new Chief Security Officer (CSO). While reviewing the company's RAID
levels on business critical data volumes, the CSO has decided to change the RAID level to allow for the
best protection against number of disk failures. Which of the following RAID levels will accomplish
this?

A. RAID 0+1

B. RAID 1+0

C.RAID1

D.RAID 6

Answer: D

NO.16 REST services share a uniform contract and therefore cannot be deployed in cloud
environments without a multi-device broker mechanism.

A. True

B. False

Answer: B

NO.17 Which of the following can limit VM mobility in a host cluster based on architectural
differences?

A. HBA

B. Switch

C.CPU

D. NIC

Answer: C

NO.18 Which of the following can be a cloud service owner of a cloud service being offered as an
Saas product?

Select the correct answer.

A. a cloud consumer organization
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B. a cloud provider organization

C. acloud consumer also acting as the cloud resource administrator of the Saas product
D. All of the above.

Answer: D

NO.19 A typical service level agreement (SLA) document for a cloud service will cover which of the
following characteristics? Select the correct answer.

A. availability

B. reliability

C. performance

D. All of the above.

Answer: D

NO.20 An administrator creates a new virtual desktop for a user. The user is unable to log in with
their domain credentials. However, the administrator is able to log in with a local administrator
account and ping other

VDlIs on the same subnet. Which of the following does the administrator need to correct?

A. Flow control settings of TCP/IP

B. Gateway on the network adapter

C. VLAN on the virtual switch

D. Virtual router

Answer: B

NO.21 Which of the following cloud services provides application isolation?
A. DaaS

B. BPaaS

C. CaaS

D. SaaS

Answer: D

NO.22 Which of the following would allow the knowledge management division to maximize the
ability to find documents within an online document repository?

A. Object ID

B. Access control

C. Metadata

D. Rapid deployment

Answer: C

NO.23 A network administrator was tasked with creating several new subnets which will support 30
virtual hosts per subnet. Which of the following VLANs below would be used to support those hosts?
VLAN 100 192.168.1.0/30

VLAN 200 192.168.1.0/29

VLAN 300 192.168.1.0/26

VLAN 400 192.168.1.30/32

A. 100

B. 200

C. 300
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D. 400
Answer: C

NO.24 The IT department has had problems coping with the demand of service provlsloning and
deprovisioning.

If the IT department implements a cloud computing platform, which of the following would improve
their productivity?

A. On-demand self-service

B. Multi-tenancy

C. Scalability

D. Elasticity

Answer: A

NO.25 is a form of dynamic routing whereby a cloud service consumer's request is
redirected to one of several redundant IT resources located on different clouds.

A. Cloud balancing

B. Cloud bursting

C. Replication leveling

D. Virtual state caching

Answer: A

NO.26 A start-up company has recently gone public and is experiencing unexpected growth. Which of
the following cloud service models would allow the company to provide internal email quickly to new
employees?

A. PaaS

B. CaaS

C Saas

D. laaS

Answer: C

NO.27 When conducting penetration testing on production systems during business hours, such
testing will

MOST likely cause disruption to operations when doing which of the following?

A. When testing account lockout policies

B. When checking file system ACLs

C. When foot printing the network

D. When discovering service versions

Answer: A

NO.28 Which of the following types of organizations can assume the role of cloud resource
administrator for a cloud service? SELECT ALL THAT APPLY

A. A cloud consumer organization that owns the cloud service.

B. A cloud provider organization that owns the cloud service.

C. A third-party organization contracted by the cloud consumer to administer the cloud service.
D. A third-party organization contracted by the cloud provider to administer the cloud service.
Answer: ABCD

NO.29 Which of the following is true about Type | hypervisors?
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A. They run on bare metal hardware
B. They are open source only

C. They depend on an underlying OS
D. They are proprietary only
Answer: A

NO.30 Which of the following cloud services provides billing, payroll, contract management, and
human resource management functions?

A. CaaS

B. Saas

C. BPaaS

D. DaaS

Answer: C
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