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QUESTION NO: 1
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B. DynamoDBOi| H|ZEE A l5t= AWS Lambda &+E& £35S S3 0|HEE
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Answer: B

Amazon S3 is a service that provides highly scalable, durable, and secure object storage.
Amazon DynamoDB is a fully managed NoSQL database service that provides fast and
consistent performance with seamless scalability. AWS Lambda is a service that lets
developers run code without provisioning or managing servers.

The developer can configure an S3 event to invoke a Lambda function that inserts records
into DynamoDB whenever a new file is added to the S3 bucket. This solution will meet the
requirement of inserting a record into DynamoDB as soon as a new file is added to S3.
References:

[Amazon Simple Storage Service (S3)]

[Amazon DynamoDB]

[What Is AWS Lambda? - AWS Lambda]

[Using AWS Lambda with Amazon S3 - AWS Lambda]

QUESTION NO: 2
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"Effect”: "Allow",
"ARction™: [
Ul
1.
"Resource: "arn:aws:s53:::DOC-EXAMPLE-BUCKET/*"

"Version'": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET"
}.F
{
C. "Effect": "Allow",
nEeET o™l
"=3:GetObject"™,
"s3:PutObject",
"s3:Deletedbject”

1
FResource”: "arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

e

"Version": "2012-10-17",
"Statemsnt": [
{
"Effect": "Allow",
"Action":"s3:ListBucket",
"Rescource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET"
V.
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Answer: A
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QUESTION NO: 3
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Answer: D
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Answer: B

Amazon AP| Gateway allows you to create, deploy, and manage a RESTful API to expose
backend HTTP endpoints, AWS Lambda functions, or other AWS services1. You can use
API Gateway to perform basic validation of an API request before proceeding with the
integration request1. When the validation fails, APl Gateway immediately fails the request,
returns a 400 error response to the caller, and publishes the validation results in CloudWatch
Logs1.

To test changes before deploying to a production environment, you can modify the existing
API to add request validation and deploy the updated API to a new APl Gateway stage1. This
allows you to perform tests without affecting the production environment. Once testing is
complete and successful, you can then deploy the updated API to the APl Gateway
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production stage1.

This approach has the least operational overhead as it avoids unnecessary creation of new
APIls or exporting and importing of APIs. It leverages the existing infrastructure and only
requires changes in the configuration of the existing API1.
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Answer: B

* Global Secondary Index (GSI): GSlIs enable alternative query patterns on a DynamoDB
table by using different partition and sort keys.

* Addressing Query Bottleneck: By making the slow-query attribute the GSl's partition key,
you optimize queries on that attribute.

* Scalability: GSls automatically scale to handle increasing data volumes.

References:

Amazon DynamoDB Global Secondary Indexes:
https://docs.aws.amazon.com/amazondynamodb/latest

/developerguide/GSl.html
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QUESTION NO: 7
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Answer: AE

Requirement Summary:

* Trigger an AWS Step Functions state machine (test execution)

* Only when a specific AWS CloudFormation stack is deployed

Option A: Create a Lambda function to invoke the state machine

* # Valid approach: Lambda can be used as an intermediary trigger for Step Functions using

the SDK (e.g., StartExecution API).

* Offers flexibility (custom filtering, additional logic).

Option B: Create EventBridge rule filtering on UPDATE_IN_PROGRESS

* # Incorrect: UPDATE_IN_PROGRESS triggers before the stack is fully deployed.

* You need to trigger after deployment, such as UPDATE_COMPLETE or

CREATE_COMPLETE.

Option C: EventBridge Pipes with Lambda target filtering on UPDATE_IN_PROGRESS

* # Incorrect for same reason as B (wrong timing).

* Also, EventBridge Pipes are not necessary here if you're using rules directly.

Option D: Pipe with EventBridge Rule as source and Step Functions as target

* # Invalid setup: EventBridge Pipes use event sources, not rules, as input.

* This configuration is unsupported.

Option E: Add the state machine as a target of the EventBridge rule

* # Direct and low-overhead approach.

* EventBridge natively supports Step Functions as a target.

* You can trigger the state machine without a Lambda if the filter matches (e.g.,

ResourceStatus = CREATE_COMPLETE, with the correct Stackld).

* Step Functions as EventBridge target:

https://docs.aws.amazon.com/eventbridge/latest/userguide

/eventbridge-target-step-functions.html

* EventBridge CloudFormation events:

https://docs.aws.amazon.com/AWSCloudFormation/latest

/UserGuide/using-cfn-listing-event-history.html

* StartExecution API: https://docs.aws.amazon.com/step-functions/latest/apireference

AWS-Certified-Developer-Associate-KR learning quiz, AWS-Certified-Developer-Associate-KR exam dumps, AWS-Certifie
https://actualtests.torrentexam.com/AWS-Certified-Developer-Associate-KR-exam-latest-torrent.html



https://actualtests.torrentexam.com/AWS-Certified-Developer-Associate-KR-exam-latest-torrent.html

Distinguished AWS-Certified-Developer-Associate-KR Learning Quiz Shows You Superb Exam Dumps - TorrentExam

/API_StartExecution.html

QUESTION NO: 8
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Answer: D

Requirement Summary:

* Secrets managed in AWS Secrets Manager

* DB: Amazon RDS for PostgreSQL

* Need automated password rotation

* Must maintain high availability

* Least development effort

Rotation Strategies:

# Single-user rotation strategy

* # Simplest to implement

* The secret contains one set of credentials used by app and rotation logic

* # Supports automated rotation

* AWS provides built-in Lambda rotation templates for RDS

A). Alternating-users strategy

* ## More complex

* Requires application to switch users during rotation window

B). Manual secret + CLlI rotation

* # Too much manual work

* Not scalable or reliable

C). Multivalue answer rotation

* # Not a valid strategy in this context

* Doesn't apply to Secrets Manager

* Secrets Manager rotation strategies:
https://docs.aws.amazon.com/secretsmanager/latest/userguide

[rotating-secrets.html

* RDS PostgreSQL secret rotation:
https://docs.aws.amazon.com/secretsmanager/latest/userguide
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/rotating-secrets_strategies.html#rotating-secrets-single-user

QUESTION NO: 9
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QUESTION NO: 10
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Answer: A

The solution that will meet the requirements is to use an AWS Step Functions state machine
to monitor API failures. Use the Wait state to delay calling the Lambda function. This way, the
developer can refactor the serverless application to accommodate the change in a way that is
automated and scalable. The developer can use Step Functions to orchestrate the Lambda
function and handle any errors or retries. The developer can also use the Wait state to pause
the execution for a specified duration or until a specified timestamp, which can help avoid
exceeding the API limits. The other options either involve using additional services that are
not necessary or appropriate for this scenario, or do not address the issue of API failures.
Reference: AWS Step Functions Wait state
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Answer: D

* Secrets Management: AWS Secrets Manager is designed specifically for storing and
managing sensitive credentials.

* Environment Isolation: Creating separate secrets for each environment (development,
staging, etc.) ensures clear separation and prevents accidental leaks.

* Automatic Rotation: Secrets Manager provides built-in rotation capabilities, enhancing
security posture.

* Versioning: Tracking changes to secrets is essential for auditing and compliance.
References:

AWS Secrets Manager: https://aws.amazon.com/secrets-manager/

Secrets Manager Rotation:
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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B. Lambda °+*9.+ DB QIAEIA ALO|0f AWS Direct Connect 9122 M stL|Ct.
C. Lambda &%+ 2} DB QIAEA 7to 2ot A4S MAd5t7| 25 Amazon CloudFront HHEZ &
JAIBHLCE
D. Lambda & =7} VPC2| Z2}0|H! MEUlof| A4
CIAEHAZ Ol ECHEIE HE3ts Eo 18 A&l

Answer: D

£l & FHELICH Lambda & =0{ A DB
FIbErLich
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QUESTION NO: 13
70t XF7F Amazon Elastic Container Service(Amazon ECS)0i| M| OHZ 2|7|0|ME HiZ 5t
U&LICH T RH= CHet fEo| HE et A ME st AAstok gfLict ol
BH40fs 4 APIO CHEE @18 HE, APIURL, 22|17 A7 3Fo| T ELICH 215 HE9)
APl URL2 7He EHIAE W Z 25 8tF TEto| B & 3 & &% X k= ofE2|7 0| M
H{T10| A AFE S 4~ Q4oof B LICH.
JHeRt= ofZ (A 0| B8 AL 0| 7t M2 HHE ofEH AMSHoF ER?
A. AWS Systems Manager Parameter Store0l| A 4~ & ZAMSI T 5 o E2|F 0|M2
Clo|E'FLICt 2t 8t7Z3 90| Zt HH4~0f CHaH Parameter Store0lAM TR Z2E AP EHLICEH
Zt +749] AWS Secrets Manager0ll A3 5B M EHLICH
B. AWS Key Management Service(AWS KMS)0| A BHA+-E HAMFI = & of Z2[F| 0|2
Adolo|E gL ct.
ZF 8ol chét 11 7|2 API URLZ At SEHES XMEELICH

. OfEZ|7Ho| M| MEE LE 5 E Tt M H-E AMS =5 ofE2|7H0|MHS
o o|EgfLICt.
P2 EEE API URLY AHE BEE 1R e nhdof| ME = LICH.
D. HiZ & Z} EFo|M HrE HMS == o Z2|70|MdE YO|O|ERLICH HiZ Z2MA
S0l ECS &4 Mool 2158 HEQ APIURLE 1178 O|§2 2 HolgfL|ct.
Answer: A
AWS Systems Manager Parameter Store is a service that provides secure, hierarchical
storage for configuration data management and secrets management. The developer can
update the application to retrieve the variables from Parameter Store by using the AWS SDK
or the AWS CLI. The developer can use unique paths in Parameter Store for each variable in
each environment, such as /dev/api-url, /test/api-url, and /prod
/api-url. The developer can also store the credentials in AWS Secrets Manager, which is
integrated with Parameter Store and provides additional features such as automatic rotation
and encryption.
References:
[What Is AWS Systems Manager? - AWS Systems Manager]
[Parameter Store - AWS Systems Manager]
[What Is AWS Secrets Manager? - AWS Secrets Manager]
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QUESTION NO: 14

N RE7F L AL X2 HAE AL, F 7HX| R AFSKHE @&t & & 2oty

o E2|7io|ME 75t D U&LIct et ArSXt= 2O010| HR5HK|B AAE ASXE
230I5K| L &LICH AF8 A= 215 o{5 2t BHA|g10| AF4lo| TI|O|E{RH & 4~ Q40{0F FHLICt.
AWS E|AA0| HMASHE{TH AWS AHE SHO| ZH gLt

A. Amazon Cognito At 3H E2 AL&3510 R ElaA0 HMAE = U= QIS EX]
of2 ofstof HAAE YAl AWS R ZH2 MAIstL|Ct

B. 25t 2|AA0l CHEt HEHO| U= IAM AL AIE MHELICH o 2 2HHY

OHEZ2[AH 0|Mof IAM Rt2 BHE St=Ea Y LCH

C. AWS KMSO| ME E[= Al 7|& HMHELICH KAl 7|1& AH&35to] 28t 2|4 A0

OH M| A BFLICE.

D. YAl XH4 5SS MMBHLICH. AWS Secrets Managerdll &IA| X3 SHE K& EHL|CH.
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LAl RHE EHE AHE5H0d
Answer: A
Comprehensive and Detailed Step-by-Step Explanation:

* Option A: Amazon Cognito Identity Pool with Unauthenticated Role

* Cognito identity pools can generate temporary AWS credentials for both authenticated and
unauthenticated users.

* For guest users, Cognito assigns an unauthenticated role with limited permissions, ensuring
secure access to only their resources.

* This is the most secure and efficient solution for managing AWS credentials dynamically
without hardcoding or storing them.

* Why Other Options Are Incorrect:

* Option B: Hardcoding IAM credentials in the application is insecure and violates best
practices.

* Option C and D: Temporary keys stored in KMS or Secrets Manager require additional
implementation overhead and do not inherently manage user-specific access.

References:

Amazon Cognito Identity Pools

|25t ElAA0] HMAFLIC

Ml

QUESTION NO: 15

e RH= vPCol ZEto|8! ElAA CHEE HERT HMATE EHeF AWS Lambda & +8
DI'E—l— AAIQL“:I'

A. Z2tol8! MEYIE S35 Lambda & 4+E VPCO|| 91ZZErLICH Z2I0|H! E|A A0 CHE
HERT HMAE 51835l= 2ot 252 M EgLICH 2ot I& S Lambda &2t

o = =1 i

B. VPN 142 S&lf EEiZS et ST S Lambda &8 T LICH ZEtols! 2lasof
CHEF LIERT HMAE 51835tE 2ot 282 Y I LT 22 I &S Lambda 242t

AGgLICt.

C. Lambda & =0i CHEt VPC A= ZQIE HAZAZ FHELICE NAT HO|EQ0IE S5l
EfjE2 eSS F VPC A EXQIEE MY erLCE.

D. Zzto|8! 2|A A0l CHE AWS PrivateLink IEZQIEE FA§LICH Lambda & <=7t
PrivateLink IEZQIEE & Xt & L AIgtLICEH

Answer: A

Comprehensive Detailed Step by Step Explanation with All AWS Developer References:
When you need to provide an AWS Lambda function access to private resources in a VPC,
the most common and straightforward approach is to attach the Lambda function to a VPC
via private subnets. Once the Lambda function is associated with the VPC, you need to
configure appropriate security groups to control the access to the private resources.

* Lambda with VPC Access: Lambda functions can be attached to private subnets in a VPC,
allowing them to access resources like RDS, EC2, or internal services within that VPC.

* Security Groups: A security group acts as a virtual firewall for the Lambda function,
ensuring that it can access only the necessary resources and ports in the VPC.

* Alternatives:

* Option B involves routing traffic through a VPN, which adds unnecessary complexity and
operational overhead compared to simply attaching the Lambda to the VPC.

* Option C requires configuring a VPC endpoint and a NAT gateway, which can be complex
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and costly.
* Option D refers to AWS PrivateLink, which is used to access services over private
connections, but it's unnecessary in this scenario unless you need a cross-VPC connection.

Lambda functions in a VPC

QUESTION NO: 16

Bt S|ARO| L RE7H DHE BF A KIHE AlZtol SUBHAPI 35S 35t &
ofZ 2|7 0lMg BHE0{ok ELICH O] S|AHE obE| Aws B2t =0l Q1= alv} gk
AWSOIA O] 7158 F#istaim Lok

OfH £FMO| 7HE 2% 2 8XQI WA|IOZ 028t @F A E SF U

A. Amazon Elastic Kubernetes Service(Amazon EKS)0| A A& E|= Kubernetes cron ¢
A= LICH

B. Amazon EC20{AM A E|= Amazon Linux crontab 0|2 242 A& &FL|C}.

C. Amazon EventBridge 0f|2f El O|HIE 0] 2|3 & ]= AWS Lambda &

D. AWS Batch & CH7|d0i| M| & E AWS Batch 242 A& LICtH

Answer: C

The correct answer is C. Use an AWS Lambda function that is invoked by an Amazon
EventBridge scheduled event.

C). Use an AWS Lambda function that is invoked by an Amazon EventBridge scheduled
event. This is correct.

AWS Lambda is a serverless compute service that lets you run code without provisioning or
managing servers. Lambda runs your code on a high-availability compute infrastructure and
performs all of the administration of the compute resources, including server and operating
system maintenance, capacity provisioning and automatic scaling, and logging1. Amazon
EventBridge is a serverless event bus service that enables you to connect your applications
with data from a variety of sources2. EventBridge can create rules that run on a schedule,
either at regular intervals or at specific times and dates, and invoke targets such as Lambda
functions3. This solution meets the requirements of creating a small application that makes
the same API call once each day at a designated time, without requiring any infrastructure in
the AWS Cloud or any operational overhead.

A). Use a Kubernetes cron job that runs on Amazon Elastic Kubernetes Service (Amazon
EKS). This is incorrect. Amazon EKS is a fully managed Kubernetes service that allows you
to run containerized applications on AWS4. Kubernetes cron jobs are tasks that run
periodically on a given schedule5. This solution could meet the functional requirements of
creating a small application that makes the same API call once each day at a designated
time, but it would not be the most operationally efficient manner. The company would need to
provision and manage an EKS cluster, which would incur additional costs and complexity.

B). Use an Amazon Linux crontab scheduled job that runs on Amazon EC2. This is incorrect.
Amazon EC2 is a web service that provides secure, resizable compute capacity in the
cloud6. Crontab is a Linux utility that allows you to schedule commands or scripts to run
automatically at a specified time or date7. This solution could meet the functional
requirements of creating a small application that makes the same API call once each day at a
designated time, but it would not be the most operationally efficient manner. The company
would need to provision and manage an EC2 instance, which would incur additional costs

AWS-Certified-Developer-Associate-KR learning quiz, AWS-Certified-Developer-Associate-KR exam dumps, AWS-Certifie
https://actualtests.torrentexam.com/AWS-Certified-Developer-Associate-KR-exam-latest-torrent.html



https://actualtests.torrentexam.com/AWS-Certified-Developer-Associate-KR-exam-latest-torrent.html

Distinguished AWS-Certified-Developer-Associate-KR Learning Quiz Shows You Superb Exam Dumps - TorrentExam

and complexity.

D). Use an AWS Batch job that is submitted to an AWS Batch job queue. This is incorrect.
AWS Batch enables you to run batch computing workloads on the AWS Cloud8. Batch jobs
are units of work that can be submitted to job queues, where they are executed in parallel or
sequentially on compute environments9. This solution could meet the functional requirements
of creating a small application that makes the same API call once each day at a designated
time, but it would not be the most operationally efficient manner. The company would need to
configure and manage an AWS Batch environment, which would incur additional costs and
complexity.

References:

: What is AWS Lambda? - AWS Lambda

: What is Amazon EventBridge? - Amazon EventBridge

: Creating an Amazon EventBridge rule that runs on a schedule - Amazon EventBridge

: What is Amazon EKS? - Amazon EKS

: CronJob - Kubernetes

: What is Amazon EC2? - Amazon EC2

: Crontab in Linux with 20 Useful Examples to Schedule Jobs - Tecmint

: What is AWS Batch? - AWS Batch

: Jobs - AWS Batch
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QUESTION NO: 17

WL RI7F AWS Lambda & =& BHE T QU&LICH Lambda &= EtAL £F Mof 44517
23l 2|8 2tolE{2l7t 2Lt 2F 2tolE{El= & 3 7(7F 100MBQ! T

2ELICH JHE Rt Q2 BtO|EE{E|E Lambda A™ B ZE0M AL E £+ =S M5t
Lambda I{7|X| Z7t2 £040F g LICH. 2B QLHI=E Z|A5t6HHAM O|2HE 2F AHE 2
&5l &FM2 —'?'—°*°'77P°7

A. 2| Bto|EE{E|E ME 7| 28 Lambda HE 2 S LICH Lambda & & T 435t04
HAEE ALSE LI

B. Amazon S3 HHZ!2 M
g0 S3HA EEHE D
7t X4 S Lict

C. Lambda T{Z|X| HEZ F0i 2|¥ 2t0|=242|& Lambda & 2| /tmp CIZE{ 2|0

EE gLt tmp CIEEE|0|AM Elo|EE2|E 7HA S L C

D. Amazon Elastic File System(Amazon EFS) 2 &2 M L|Ct. Q|F 2to|E2|E EFS
=50 YE2EFLICH Lambda &0 EFS &2 02 E& LIC} OI2RE X|Ho| M st
EHE AE83tod 2to|EEEIE 7HMHSLICH.

Answer: A

* Lambda Layers: These are designed to package dependencies that you can share across
functions.

* How to Use:

* Create a layer, upload your 100MB library as a zip.

* Attach the layer to your function.

* In your function code, import the library from the standard layer path.

References:

Lambda Layers: https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html

JgtL|ct. 2|8 2tolE{E|& S3 3ol Y2 E=§L|CH Lambda
I2EELICH OIRE X|™o| MHst EHE AL 3504 BlolEE{EIE
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QUESTION NO: 18

7HEr X = Amazon CloudFrontE AF235t0 2EHXE HiZ5l= HAIO|EE 22|&Lct.
2AO|E 0| = OlE|™E &= Amazon S3 B{Zlof| X{ZHElL|C.

THLRE7E L2 B8 ALE S HHEZSHE S3 oA M OlE[HE & 2ol = Q)
CloudFront Hi Z Z 0| XS 5t= & H O|X|ol= B3 ALE 0| ZAIX|X| E& LIt
WYX= O] 2ME o{EH sHiZAsHoF &R?

A. S3 7HA7t Yoo/ EE mHotct o] £|A HMO 2 YH|O|EX|= 5 S3 7HA| &3 2
FAsrL|CY.

B. M OtE|HEE U2 E5t7| ™ol HZIHMH 2 E Ol HXE XIRES SIS
TAELICH

C. OlE|™E 7} Amazon S30i| H{Z El & CloudFrontoil M FHA|E F &35t =& MAEHL|CY.
D. O}E[®E 7} Amazon S30|| HZ &l F HiXE HE S +=’E5t =5 CloudFrontE A& g LICt.
Answer: C

QUESTION NO: 19

Amazon EC2 QIAE A0 SARIE|= OHEZ|FH 0|2 Amazon S3 HH{ZI0f| X{ZHE m o]
oH K| ABHOF BFL|Ct. O] OfZ2|A| 0| M2 S3 HZlof| REHEl ZHA|E LIt AL KFof| A
Elo|E2 EAIELICH

HAE o 7H A= o EE2(F|0|M0| SF0f ofF AT EAISHK| eb=Cte RS

g 7dRH & LI

O| BXE siiZst= 7+& obHet w2 F oL

A. S3 HHZloj| CHet S3:* HEt2 T &6 S EC2 QAR AN QIAE IAM QIABA T2 LS
Adolo|EgfLIct

B. S3 HHZ!ofl CHEt S3:ListBucket MetE Z & ot S EC2 QIAE A0 HAZE IAM QAEA

Z2Eg Yo|o|EFLCE.

C. S3 t{Zlof| CHEF S3:ListBucket et &S5 I RIe| AFR A} HEHE YOOI EFLICE

ol

D S3:ListBucket &2 Z &St Principal LA E M504 EC2 QIABAO| HH HSE
X|Hstod 83 HZ! HAg Mo
Answer: B
IAM instance profiles are containers for IAM roles that can be associated with EC2 instances.
An IAM role is a set of permissions that grant access to AWS resources. An IAM role can be
used to allow an EC2 instance to access an S3 bucket by including the appropriate
permissions in the role's policy. The S3:ListBucket permission allows listing the objects in an
S3 bucket. By updating the IAM instance profile with this permission, the application on the
EC2 instance can retrieve the objects from the S3 bucket and display them to the user.
Reference: Using an IAM role to grant permissions to applications running on Amazon EC2
instances

QUESTION NO: 20

2t CH7|42 of Z2|70|d 71 RAE 02 AWS AHol| E4tstn U&LICH O] E[At=
Ol24et A'Y Tt M =X C|O|HE +&lst AlZf=tstioF LIt

Ol2{Er 27 AIZ S SEsted™ FAUS MAEsHoF gLt?

A. AWS X-ti| O]
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B. Amazon CloudWatch
C.AmazonVPC 2 & 21

D. Amazon OpenSearch AH|A
Answer: A

QUESTION NO: 21
WL X7 MHE S HHEE Qs @ F 7} ehadst
EUstE 72 HELUCH ALSXHAA Olx
SioF &t

A. M HEE 72172 a2 MEFIEE o EEF|0|ME HEELICH M HTS I EE
BHEELICH M2 HHZE HHS APR—PEE HE2 YHO|EFLICH 277 L{F BLO
Mot HES O™ HTHMSE CHA| X[ & LIC.

2 AWS Lambda &£2| 0| HFe 2
Usr g 2(ASISIHA 0| F35HE{H o= A

3
|h
[

B. Bl HHE Jt2l7|l= BEE AESHEF ofE2/7ioldE HEELICH M HYe I EE
HH = & Lict Hé’a'; <?=1E1|0|Eo+04 ARl 10%7F M2 HH&EI HTS 2 O|Sst= 5 &Lct
QLFIL LT Bo| Y5t EEfE O] 100%E O HTMo = E-L|Ct

C. oHEC|7o|ME 6+XI OtM2. M HZe| I EE HiZ5HMR. 277t LIF BLO|

2t M52 Amazon EI O|&(ARN)2| T B & AtE35lof ol EE(A0|MME O] HE2 R
CIEZIM L.

D. M HE, 7|& €, 2t *E EE Ml 7HE BHELICH 7[& EE0| 3 HTE 27|25
AEELICH BB HEO| ZE ASKE 7|1&E HE R QLSS HAELICH 2t E
HIY 2 A5 ofE2[7 0[S Yol|o|EgLCH.
M 7o I EE HiEZEfLICH M| HEE o]l HMS E X[H™HELICH 2B HEE &Y
Adclo|EELICE

AEX2| 10%E M BESE EHLICH 77 L7 Bo| YHsHH EZEO[ 100%E 7IE
Hiloz HERL|Ct
Answer: A

QUESTION NO: 22

B SIATHAWS MHIAE S85t01 Y SES UIMMS BASE 2 Jl5E Ol B2
E£RME FFST UELICH O| ER M2 CHYet AA0M CHE 2| HO|E{E =&t 04
HIZL|A &0 HEHE Sl HIOIEia AMelghulct.

Ol &2 ME HIELIA F20| X152 MHE|o{of 51, HIALIA F& A¥ 5 277}
tgAH%E Z<2 ololE| 2§ XMelsHoF gLt 3lMs &% 7tsstn R a7t 2A8HE
£FME BELICH

o|,=_4o,_+ QT AMNEE 5F57| fdl slAtoME HIolE{ 82| 2IAAERolME HEISHT
Xs8tst 7| I3 o4 AWS MHIAE AFS3EloF E712?

A. AWS Hi x|

B. AWS Step Functions

C. AWS Glue

D. AWS &rCt

Answer: B

https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html

QUESTION NO: 23
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E|Ab= ™ M| DZ0d|H Hello ¥HIoIE
MY F2 HIESE CREE0N CHE H2
Folente?

A. Amazon S30 CHet M E URLZ} B 74 Amazon CloudFrontE At&&hL|Ct.

B. Zt nZ4oi| Ci st 18 Amazon CloudFront HIZZE BHELICH,

C. AWS Lambda@Edge®}t &7 Amazon CloudFrontE A& 3HAIL.

D. Amazon API Gateway2t AWS Lambda& AF&3t04 S3 H{Z!0| CHEF HAMAE MofEhLCt.
Answer: A

This solution allows easy and secure control of access to the downloads at the lowest cost
because it uses a content delivery network (CDN) that can cache and distribute firmware
updates to customers around the world, and uses a mechanism that can restrict access to
specific files or versions. Amazon CloudFront is a CDN that can improve performance,
availability, and security of web applications by delivering content from edge locations closer
to customers. Amazon S3 is a storage service that can store firmware updates in buckets
and objects. Signed URLs are URLs that include additional information, such as an expiration
date and time, that give users temporary access to specific objects in S3 buckets. The
developer can use CloudFront to serve firmware updates from S3 buckets and use signed
URLs to control who can download them and for how long.

Creating a dedicated CloudFront distribution for each customer will incur unnecessary costs
and complexity.

Using Amazon CloudFront with AWS Lambda@Edge will require additional programming
overhead to implement custom logic at the edge locations. Using Amazon API Gateway and
AWS Lambda to control access to an S3 bucket will also require additional programming
overhead and may not provide optimal performance or availability.

Reference: [Serving Private Content through CloudFront], [Using CloudFront with Amazon
S3]

£ HiZsfof grLct,
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QUESTION NO: 24
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Answer: B
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WY X7 AWS Lambda & =& AL&35t04 C|O|EH & A 2lst= ofZ2l7o|M
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A. Lambda & 2| HEZ|E ZICHE s2M 2. A P MEfE R X[5H7] 2| 6H

Lambda &+ &2 1£0iCt 0|25 == Amazon EventBridge 722 FA5HAIL.

B AHE—r A 2t E0| XM FHIE I A¥ElE X 27|58 ZEE £|XMSHELICH Lambda
x|t 7tX42 etolEd2| & B5-89] H7I £0|1 dFgLct.

C. Lambda & 2| of| 2=l S A E | UL|X| §f2 HH SAIG0| CHet zICHZie 2

B 7tAIZILICE Lambda &8 #2 S £5t7| To| RE dH &2 =522 A™FAAL.
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2ol Chet Z2EH|MH'IE SAIEE gL,

Answer: D
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QUESTION NO: 26
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B. 2 & Lambda & <=0 CHEt 724 & EI 71& SSFLICH M 2 g2| 7§ AFEstod B E

|o e
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HL o
d

F

HeE %*§_§P°*I—|EP Lambda &4 A& A& of kms:Decrypt HEtS F7HeLIC

C. Z & Lambda & =0f Ciet 24 2| 7|E HMELICH A T2 22| 7|E AFE5to] F
HeE A3 SHELICH Lambda & 4 A& & of kms:CreateGrant T8t kms:Encrypt
HetE F7HELCt

D. 2 & Lambda & =01 CHEF AWS EFEI%' 7|18 MMELICH M AWS ZE2[E 7|2 AF2 504
24 H+E A S5HELICH Lambda &+ A3 248 0il kms:CreateGrant 48t kms:Encrypt
Het2 FI7HELCH

Answer: B

Comprehensive and Detailed Step-by-Step Explanation:

* Customer Managed Keys (CMK) for Granular Control (Option B):

* Customer-managed KMS keys are required to meet the security policy requirement of
team- specific control over KMS key rotation. Each team can manage the lifecycle of its own
key.

* The kms:Decrypt permission allows the Lambda function execution roles to decrypt the
environment variables during runtime.

* This solution adheres to the principle of least privilege and satisfies the need for team-
specific key control.

* Why Other Options Are Incorrect:

* Option A: AWS-managed keys cannot provide team-specific control or support the custom
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rotation policy required by the teams.

* Option C: Adding kms:CreateGrant and kms:Encrypt permissions to Lambda roles is
unnecessary for this scenario. The key usage is limited to decryption at runtime.

* Option D: AWS-managed keys still lack team-specific control, and adding kms:CreateGrant
and kms:Encrypt is redundant.

References:

AWS Lambda Environment Variables

AWS Key Management Service Documentation

QUESTION NO: 27

AWS Code DeployE At&35t0{ HiZ3t= A<, QIED0|A HiZ o CHEl 39| A=
FARULITH?

A. x| ™ -> ol Z2|7|0| M BX| -> ofZ 2|7 0|44 AlZ > MX| &

B. OHEZC|7H|0|4d K| -> X[ ™ > x| F -> o{Z 2|7 0|4d AlZ

C. Beforelnstall -> ApplicationStop -> ValidateService -> ApplicationStart

D. ofZ A0l EX| -> HX| ™ -> MH|A HE -> o Z 7| 0|4 AlE

Answer: B

For in-place deployments, AWS CodeDeploy uses a set of predefined hooks that run in a
specific order during each deployment lifecycle event. The hooks are ApplicationStop,
Beforelnstall, Afterlnstall, ApplicationStart, and ValidateService. The run order of the hooks
for in-place deployments is as follows:

* ApplicationStop: This hook runs first on all instances and stops the current application that
is running on the instances.

* Beforelnstall: This hook runs after ApplicationStop on all instances and performs any tasks
required before installing the new application revision.

* Afterlnstall: This hook runs after Beforelnstall on all instances and performs any tasks
required after installing the new application revision.

* ApplicationStart: This hook runs after Afterinstall on all instances and starts the new
application that has been installed on the instances.

* ValidateService: This hook runs last on all instances and verifies that the new application is
running properly on the instances.

Reference: [AWS CodeDeploy lifecycle event hooks reference]
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QUESTION NO: 28
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Service(Amazon SES)& Ar835tod S5 X0l PDFE O|HIYZ M&ELICt

PDF7t ‘ddE & 9020| XILIH AEXt= O 0|4 PDFO| HMAE = gigLCt S3 A2
70| #EI=|X| et 2EHE PDF7F BEo| 28 E[o{ U&LICH

e RH= 90 0| X[t PDFE A 745104 S3 HHZ!o| mt =& & 04of & LICt.

O{iH &2 MO| 7IH M2 7Y L2 0| 2T MES "-’—'f—ga* = ASNL?

A. o EEAH 0| I EE YO|O|EFLICE =0 S3 HZIC| ZE A E HY AALSHT 90
ol AN E AAste &S F7HELICH

B. AWS Lambda & +& MM ELICt Lambda &7t S3 HZIo| D& ZHXE DY ZHAMSHT
90 Foi HME MKt E T2 UeL|Ct.
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C. S3 0] CHEH S3 £ 57| A2 BHE0{ 90 $0of AHE B2 AIZLIC
D. <H>/<8>/<QU> F| MEALE AF235104 S3 K| E 28 &L|cH otE ol TEHsE HE AT}
Ue AXNE M7{s= AWS Lambda &+ MAHELIC

Answer: C

QUESTION NO: 29

WAt o] HFE oM A™dE|= 00|22 MH|A ofZ 2|7 0|2 BtE T Y& LT
OHZ2[FH 0|2 .a_I_._?_ O| HERZ X|2d A|ZtS 2 AWS Secrets Manager0l| X&HEl 2ot

MEof otSHAH MM ASHOF B LICH 7HE Rt= Secrets Manager0i| CHEH 218 & =
Z0|T ofpf oM Bot MR BEIE ZAsteHE 2T MS HELIC 2Y 2HEIES
FAstatEAM 023t 2T A S SToE 2TM2 FUUNK?

A. Secrets Manager0il M &7 H|ZE A %h"_ F AR E 23 e 24 oo|EH| o]0
HIZE FHAIStE AFE X X|H AT EIE

B. Zt Z# & &0l Secrets Manager 01|0| EE EK|°*L—|EF OOIHETI Eot HEE
ZHol| FHAISIES T e LICH 20l 2t Secrets Managerdil A £oF HEE TS|
ZHABtLich

C. Secrets Manager0i| A % H|ZE 7K 21 Redis0ll HIZE 7HAl5t7]| {sH
OHEZCIFIO|MHMIM X[ 2L 2&E 3T LICT
D. Amazon S3 HZ!of| 2ot HEE KM ELICH ZF HAFE 2HE 2| o EEIF 0l A|EF Al £t
MHEE &7 62 71x4et EI:oI-Ll C}.
Answer: B

The Secrets Manager Agent provides an out-of-the-box solution for securely caching secrets
locally, reducing latency and operational overhead.

* Why Option B is Correct:

* Caching: The agent securely caches secrets locally, minimizing Secrets Manager API calls.
* Security: Secrets remain secure during retrieval and storage.

* Low Operational Overhead: Managed solution eliminates the need for custom logic.

* Why Not Other Options:

* Option A: Custom scripts introduce complexity and require ongoing maintenance.

* Option C: Using Redis requires managing an additional service, increasing overhead.

* Option D: Storing secrets in S3 lacks the fine-grained security controls of Secrets Manager.
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Caching Secrets in AWS Secrets Manager

QUESTION NO: 30
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AMEE bt EgfElof oA MEE|o] U&LICt.
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A. O|lO|E{ AEZ|S 2 O|0|E{& &5t 7| ?I5H Kinesis Producer Library {KPL}& A x|&L|Ct.
B. OO|E] AEZIo| Clsll =28 2 2 MEHstL|Ct O|o|E] AEZIo| C|o|E{E & m)
ItE|M 7|1§ XIHEstAMIR.

C. DecreaseStreamRetention Period API 242 Al&3t04 O|O|E{7} T O|E{ AEZ0f
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HEEl= AlZHE EUCh
D. UpdateShardCount API 24 At&35104 OIO|E{ AER|o| AAE =& =EILICH
Answer: D

QUESTION NO: 31

Hxt&f7HEl o E 2|7 0|MH0] o E 2|70l 2= WHM Fol|M A-™AE[T JU&EL
ArEE0| 22 AlZtCHoll o Z 2|7 o] Mof| of| & x| =

JHeRt= o Z A 0|ME A8t SEtoIUE P
E Mol of{H HTTP SIC{E AL 58HoF E7R?

A. X-Forwarded-Proto 31|

B. XF Forwarded-Host 31|

C. X-Forwarded-For &f

D. X-Forwarded-Port 3l

Answer: C

The HTTP header that the developer should use for this analysis is the X-Forwarded-For
header. This header contains the IP address of the client that made the request to the
Application Load Balancer. The developer can use this header to analyze patterns for the
client IP addresses that use the application. The other headers either contain information
about the protocol, host, or port of the request, which are not relevant for the analysis.
Reference: How Application Load Balancer works with your applications

QUESTION NO: 32
Wt RHE o] EFAF ZAX| ®E2| APISE S AI5HE A el
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A. 2Elf 3= 20001 CHall +E HOIERO| SEH2Z Amazon API Gateway REST APIE
MEgLICH AIX| EFAF APIGIAM Zix{8F ME SEHO| 2 & E SH "HEXS FIHELICH

B. Z E}AF APIO CHSH T AIEl ClO|E| AAZ AWS AppSync GraphQL APIE A& gtLC}.
To| £ %2 X|MELICH AKX EAF APIGIM Zix{et MZ SE 2 AI25tod S8 2E 2
TS g,

C. Z EFAF APIOf| CHEF AWS Lambda & =& AT LI AKX EFAF APIGIAM =E&E 82
EZEELCH Z Lambda & 2| Amazon 2lAA O|F(ARN)0]| CHEF CIHIRE AIEZQIERZ

Amazon Route 53 ResolverE T8 LIC}

D. Zt EFA} APIO| CHEF Amazon API Gateway REST APl A Mocke| 88 23 /8 *|
AX| EFAL APIOIM ZiR{EE ME SEHE Al8stod S8 8° 7+

Answer: D

* Mocking API Responses: APl Gateway's Mock integration type enables simulating API
behavior without invoking backend services.

* Testing with Sample Data: Using captured responses from the real third-party API ensures
realistic testing of the integration code.

* Focus on Integration Logic: This solution allows the developer to isolate and test the
application's interaction with the payment APls, even without a test environment from the

VAl
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third-party providers.

References:

Amazon API Gateway Mock Integrations:
https://docs.aws.amazon.com/apigateway/latest/developerguide
/how-to-mock-integration.html

QUESTION NO: 33
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Answer: C

S3 Object Lambda allows you to add your own code to process data retrieved from S3 before
returning it to an application. You can use an AWS Lambda function to modify the data, such
as removing PII, redacting confidential information, or resizing images. You can create an S3
Object Lambda access point and associate it with your Lambda function. Then, you can use
the access point to request objects from S3 and get the modified data back. This way, you
can maintain only one copy of the original document in S3 and apply different transformations
depending on who accesses it. Reference: Using AWS Lambda with Amazon S3
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AWSTempIateFormatVersmn. '201 0—09—09'
INE =k

H ALS A

F&: AWS::IAM::User

ALX| % %H: RetainExceptOnCreate

C.CH2 HME L E ST S CloudFormation A{H|
{

"Version": "2012-10-17",

"Statement": [{

"Effect": "Allow",

"Action": ["cloudformation:UpdateTerminationProtection"],
"Resource": "*"

1

}

D. Update the stack policy to include the following statements:

{

"Statement": [{

"Effect": "Deny",

"Action": "Update:*",

"Principal": "*"

"Resource": "*"

"Condition": {

"StringEquals": {

"ResourceType": "AWS::IAM::User"

}

}

1

}

Answer: B

* Why Option B is Correct:The RetainExceptOnCreate deletion policy ensures that the IAM
user is retained after successful stack creation but is deleted if the stack creation fails or rolls
back. This meets both requirements.

* Why Other Options are Incorrect:

* Option A: The Retain policy retains the resource regardless of stack status and does not
delete the IAM user upon rollback.

* Option C: Updating the service role for termination protection does not address the specific
deletion behavior for the IAM user.

* Option D: Stack policy controls updates, not resource deletion behavior during rollbacks.
* AWS Documentation References:

* CloudFormation DeletionPolicy Attribute
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C. DynamoOB E{|0|£0{|A DynamoDB StreamsZ &8l efL|Ct. M 2t & % AderLct
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LEEFLIEY S3 HZlol| M5 2t Bf =8 FAELICH
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Answer: C

This solution will ensure that all orders and updates are stored to Amazon S3 with the least

development effort because it uses DynamoDB Streams to capture changes in the

DynamoDB table and trigger a Lambda function to write those changes to the S3 bucket.

This way, the original Lambda function and API Gateway API endpoint do not need to be

modified, and no additional services are required. Option A is not optimal because it will

require more development effort to create a new Lambda function and a new API Gateway

API endpoint, and to modify the original Lambda function to post updates to the new API

endpoint. Option B is not optimal because it will introduce additional costs and complexity to

use Amazon Kinesis Data Streams to create a new data stream, and to modify the Lambda

function to publish orders to the data stream. Option D is not optimal because it will require

more development effort to modify the Lambda function to publish to a new Amazon SNS

topic, and to create and subscribe a new Lambda function to the topic.

References: Using DynamoDB Streams, Using AWS Lambda with Amazon S3
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